Huntsman Cancer Foundation Privacy Notice
Last updated: February 10, 2022
Huntsman Cancer Foundation (“we,” “our,” or “us”) respects your privacy. This Privacy Notice
explains the types of personal information we collect when you use our website at
hope.huntsmancancer.org and related electronic resources (collectively, our “Platform”). You
may use our website for obtaining information about the work that we do, for making donations
to us, for coordinating fundraising activities, or for other activities that might be made possible
on our Platform from time to time (“Services”). This Notice also describes how we use personal
information, under what circumstances we may share it and with whom, and any rights and
choices you may have.
Please read this Notice carefully to understand our policies and practices regarding your personal
information and how we will process it. You can also click on the links below to easily navigate
to a specific section.
•
•
•
•
•
•
•
•
•
•
•
•

Personal Information We Collect
How We Use Personal Information
How We Disclose Personal Information
Your Rights and Choices
Notice to California, Virginia, and Colorado Residents
Cookie Policy
Data Security and Retention
International Data Transfers
Use by Minors
Third-party Services
Changes to this Notice
Contact Us

1. Personal Information We Collect
a. Personal Information You Provide
Personal information is any information that relates to an identified or identifiable individual. In
many cases, the personal information you provide directly to us through our Services will be
apparent from the context in which you provide the information, including:
•

•

When you register for a Huntsman Heroes account, we collect your full name, date of
birth, email address, address, organization name, and other related information such as
account login credentials. If you register using a third-party application, such as your
Facebook account, we may collect additional information that Facebook shares with us,
such as your Facebook ID and other profile information.
When you make a donation, we collect your full name and contact information, donation
information such as amount and frequency, and payment and billing information.

•
•
•

When you hold your own fundraiser, we collect your full name and contact information,
campaign type, and any other information you choose to provide in the fields.
When you sign up for our e-newsletter, we collect your email address.
When you communicate with us through the Services or otherwise by email or phone, we
collect information about your communication and any other information you provide in
your response.

You may also choose to submit personal information to us via other methods, including: (i)
through social media or online forums; (ii) through participation in an offer, program, event, or
promotion; or (iii) in connection with an actual or potential partnership with us.
b. Information We Automatically Collect
Our Services use cookies and similar tracking technologies. These technologies record
information about you, including:
•

•

Browser and device data, such as IP Address, device type, operating system and
Internet browser type, screen resolution, operating system name and version, device
manufacturer and model, language, plug-ins, add-ons and the language version of the
Services you are visiting.
Usage data, such as time spent on the Services, pages visited, links clicked, language
preferences, and the pages that led or referred you to our Services.

We also use Google Analytics on our Services to help us analyze your use of our Services and
diagnose technical issues. To learn more about the cookies that we use on our Services and how
you can control our use of cookies and third-party analytics, please see our Cookie Policy below.
2. How We Use Personal Information
We rely on a number of legal grounds to enable our use of your personal information. We use
personal information to pursue our legitimate business interests, to enter into a business
relationship with prospective partners and perform contractual obligations that we have with
them, and to comply with our legal obligations. We also use personal information with your
consent. More specifically, we use personal information in the following ways:
•
•

•
•
•

Provide you with our Services, including to respond to any inquiries from you, take steps
to onboard new donors, process payments, and send service communications.
Provide you with the best service and improve and grow our Services, including using
donor information and donation trends to created targeted outreach and messaging
designed to increase engagement in our mission; as well as understanding the
effectiveness of our marketing.
Help us improve and personalize the functionality of the Services.
Communicate with you regarding customer service matters, questions, and other various
comments or feedback you may send to us.
Inform you about products, services, offers and events we offer or sponsor, and to
provide news and other information that may be of interest to you.

•
•
•
•

Offer you the opportunity to participate in contests or surveys regarding the Services.
Protect against and prevent fraud, unauthorized transactions, and manage risk exposure.
Enforce our legal rights and agreements.
Comply with applicable legal requirements.

We may aggregate and de-identify the personal information in our database and create reports
that do not personally identify individuals.
3. How We Disclose Personal Information
We will share your personal information with third parties only as described in this Notice:
•

•

•
•
•
•

Affiliates, including University of Utah, University of Utah Health, and Huntsman
Cancer Institute, in order to provide our Services, for collaboration to advance our
charitable mission, and for administrative purposes. We share name, contact information,
and the activity history of our donors and constituents with our affiliates.
Service providers and other third parties to perform functions on our behalf such as
website hosting, payment processing, marketing automation, analytics, and site
optimization. We require such service providers to contractually commit to protect the
security and confidentiality of the personal information they process on our behalf.
Donor partners, in connection with our Services. For example, when we co-sponsor an
event to raise donations, we may disclose registration information with our co-sponsor.
Comply with any court order, law, or legal process.
Enforce our agreements.
If we believe disclosure is necessary or appropriate to protect the rights, property, or
safety of us, or users of the Services.

We reserve the right to transfer your personal information to a buyer or other transferee in the
event of a merger, divestiture, restructuring, reorganization, dissolution, sale, or other transfer of
some or all of our assets. Should such a sale, merger, or transfer occur, we will use reasonable
efforts to direct the transferee to use your personal information in a manner consistent with our
Notice.
Please be aware that if you disclose personal or other information through public forums, at an
event, on online message boards, or in other public spaces, this information may be collected and
used by others. We take no responsibility for the content, security, or confidentiality of any
information posted on or conveyed in these public spaces.
4. Your Rights and Choices
a. Opting Out of Receiving Electronic Communications
If you no longer want to receive marketing-related emails from us, you may opt-out via the
unsubscribe link included in such emails. We will try to comply with your request as soon as
reasonably practicable. Please note that if you opt-out of receiving marketing-related emails
from us, we may still send you other messages in connection with providing our Services.

b. Your Ability to Access or Update Your Account Information
To see or update your personal information, you may do one of the following:
If you engage with us online, you can view your personal information at any time by logging
in to our Supporter Hub.
Alternatively, you can contact us at the address/email below and we will process your
request.
Send information requests to:
Huntsman Cancer Foundation
Information Request
500 Huntsman Way
Salt Lake City, UT 84108
Email: privacy@huntsmanfoundation.org
You may change the personal information in your account at any time.
c. Your Ability to Delete Your Account
If you would like to delete your account, you may do so by contacting us at
privacy@huntsmanfoundation.org. Please note that even if you delete your account, we may
still retain your personal information in certain circumstances, including if retaining your
personal information is required for us to complete the transaction for which we collected the
personal information or to provide a good or service that you requested, to detect security
incidents, or to comply with our legal obligations.
d. Your California, Virginia, and Colorado Rights
If you are a California, Virginia, or Colorado resident, you can visit our Notice for California,
Virginia, and Colorado Residents below to learn more about the personal information we collect
and disclose about you as well as your privacy rights related to your personal information under
state law.
e. Your Data Protection Rights
If you are located in the EEA or the UK, you have the following rights with respect to the
personal information we process:
•
•

Right to Access. You have the right to request a copy of any information that we hold
about you.
Right to Rectify. If you discover that the personal information we hold about you is
incorrect or out of date, you may ask us to correct that information.

•

•

•
•
•

Right to be Forgotten/Cease Processing. You may ask us to delete the personal
information we hold about you in certain circumstances. It may not be possible for us to
delete all the personal information we hold about you where we have an ongoing
relationship.
Right to Object to or Restrict Processing. You may object or ask us to restrict
processing the personal information we hold about you in certain circumstances. It may
not be possible for us to stop processing all the personal information we hold about you
where we have an ongoing relationship.
Right to Withdraw Consent. Where we process your data on the basis that you have
consented to such processing, you have the right to withdraw your consent at any time by
unsubscribing or contacting us, as applicable.
Right to Portability. You may ask us to transfer your personal information to a third
party in certain circumstances.
Right to Appoint an Individual to Exercise your Rights. If you choose to exercise any
of your rights, you have the right to appoint someone else to exercise these rights on your
behalf.

f. How You Can Exercise Your Data Protection Rights
If you would like to exercise any of your rights, please contact us at
privacy@huntsmanfoundation.org or by a method described in the Contact Us section below.
We will comply with your request to the extent required by applicable law. We will not be able
to respond to a request if we no longer hold your personal information. We cannot respond to
your request or provide you with personal information if we cannot verify your identity or
authority to make the request and confirm the personal information relates to you. When you
submit a request, we will verify your identity such as by verifying that the email address from
which you send the request matches your email address that we have on file. Authentication
based on a government-issued and valid identification document may be required. We will only
use the personal information you provide to verify your identity or authority to make the request
on behalf of someone else. If we are able to verify your identity immediately when you make the
request, we will not maintain, acquire or process additional information in order to identify you
for the purpose of responding to your request.
If you feel that you have not received a satisfactory response from us, you may have the right
under applicable laws to consult with the data protection authority in your country. If you are a
resident of the EEA, you may direct your questions or complaints to the supervisory authority of
the country you are located in, available here. If you are a resident of the UK, you may direct
your questions or concerns to the UK Information Commissioner’s Office.
5. Notice for California, Virginia, and Colorado Residents
California, Virginia, and Colorado law provide their residents with rights to receive certain
disclosures regarding the collection, use, and sharing of personal information, as well as rights to
access, delete, and restrict the same of certain personal information we collect about them.

If you are visually-impaired, have another disability or seek support in other language, you may
access our Notice for California Virginia, and Colorado Residents by emailing
privacy@huntsmanfoundation.org, toll free (1-801-584-5800), or by contacting us at one of the
additional methods described in the Contact Us section.
a. Collection and Use of Personal Information
For the purposes of this Notice for California, Virginia, and Colorado Residents, “personal
information” means information that identifies, relates to, describes, is capable of being
associated with, or could reasonably be linked, directly or indirectly, with a particular individual
or household.
Below we describe the categories of personal information we have collected about you in the last
twelve (12) months as well as how we collect it and our purpose for collecting it. Some of the
categories include very different types of information within the same category. As a result, how
we use and how long we keep the information within each category will vary. Not all types of
information within the same category will be collected or used for all the purposes listed.
Categories of PI

Category of
Sources

Identifiers. A real name,
alias, postal address,
unique personal identifier,
online identifier, IP
address, email address,
account name, driver's
license number, or other
similar identifiers.

•

•

•

Personal information
categories listed in the
California Customer
Records statute. A
name, signature, address,
telephone number,
driver's license or state
identification card
number, education, bank
account number, credit

•

•

Directly from
you, such as
when you create
an account
From our
systems when
we generate the
information,
such as your IP
address
From
organizational
affiliates
(University of
Utah Health)
Directly from
you, such as
when you create
an account or
make a donation
From third
parties who cosponsor events

Purpose of Collection
& Use
•
•

•
•
•

•
•

•

To offer and provide
our Services
To make
improvements to our
Services and create
new services or
features
To provide
marketing to you
To personalize our
Services
To perform contracts
that we enter into
To offer and provide
our Services
To make
improvements to our
Services and create
new services or
features
To provide
marketing

Disclosed to
Third
Parties?
• Affiliates
• Service
Providers,
those that
assist us
with
marketing
efforts
• Donor
Partners

•
•

Affiliates
Service
Providers,
including
those that
assist us
with
marketing
efforts

card number, debit card
number, or any other
financial information.
Some personal
information included in
this category may overlap
with other categories.
Protected classification
characteristics under
California or federal
law. Age (40 years or
older), race, color,
ancestry, national origin,
citizenship, religion or
creed, marital status,
medical condition,
physical or mental
disability, sex (including
gender, gender identity,
gender expression,
pregnancy or childbirth
and related medical
conditions), sexual
orientation, veteran or
military status, genetic
information (including
familial genetic
information).
Commercial
information. Records of
personal property,
products or services
purchased, obtained, or
considered, or other
purchasing or consuming
histories or tendencies.

•
•

•

•

Directly from
you, such as
when you share
your story

•

From you when
you make a
donation

•

•

•

•
•

Biometric Information.
Genetic, physiological,
behavioral, and biological
characteristics, or activity
patterns used to extract a
template or other
identifier or identifying

Not collected

To personalize our
Services
To perform contracts
that we enter into

•

Donor
partners

To offer and provide
our Services
To provide
marketing, with your
consent

•

Affiliates

To offer and provide
our Services
To make
improvements to our
Services and create
new services or
features
To provide
marketing to you
To personalize our
Services

•
•

Affiliates
Service
Providers,
those that
assist us
with
marketing
efforts
Donor
Partners

•

information, such as,
fingerprints, faceprints,
and voiceprints, iris or
retina scans, keystroke,
gait, or other physical
patterns, and sleep, health,
or exercise data.
Internet or other similar •
network activity.
Browsing history, search
history, information on
your interaction with a
website, application, or
•
advertisement.
Geolocation data.
Physical location or
movements,
Sensory data. Audio,
electronic, visual or
similar information.

Professional or
employment-related
information. Current or
past job history or
performance evaluations.
Non-public education
information (per the
Family Educational
Rights and Privacy Act).
Education records directly
related to a student
maintained by an
educational institution or
party acting on its behalf,
such as grades,

From our
systems when
you use or
interact with our
Services
From third
parties such as
social media
platforms
Not collected.
•
•

Directly from
you.
From third
parties, such as
event cosponsors

Not collected.

Not collected.

•
•

•

•
•

To offer and provide
our Services
To make
improvements to our
Services and create
new services or
features
To personalize our
Services

•

Service
Providers,
including
those that
assist us
with
marketing
efforts

To offer and provide
our Services
To provide
marketing, with your
consent

•

This
information
may be
disclosed
as part of
our
marketing
and
outreach
events,
with your
consent.

transcripts, class lists,
student schedules, student
identification codes,
student financial
information, or student
disciplinary records.
Inferences drawn from
other personal
information. Profile
reflecting a person’s
preferences,
characteristics,
psychological trends,
predispositions, behavior,
attitudes, intelligence,
abilities, and aptitudes.

•
•

Directly from
you
From third
parties and
affiliates, such
as University of
Utah Health

•
•
•

•

To tailor
communications to
you
To offer and provide
our Services
To make
improvements to our
Services and create
new services or
features
To personalize our
Services

•
•

•

Affiliates
Service
providers,
including
those that
assist us
with
marketing
efforts
Donor
Partners

b. Disclosure of Personal Information
We share your personal information for business purposes with the recipients described in the
How We Disclose Personal Information section. We also use cookies as described in our Cookie
Policy below.
c. Sale of Personal Information and Right to Opt-out
For the purposes of this Notice for California, Virginia, and Colorado Residents, “sale” or “sell”
means disclosing or making available to a third-party personal information in exchange for
monetary or other valuable consideration. While we do not disclose personal information to
third parties in exchange for monetary compensation, we do disclose or make available personal
information to third parties in order to receive certain services or benefits from them, such as in
connection with cookies that third parties may have collected on our Services. If you have
visited our Services or a website operated on behalf of us in the preceding 12 months, cookies
and other metadata about you may have been obtained by our third parties for their commercial
use, unless you have disabled or opted-out of the use of "cookies" when you visited the Services.
The categories of personal information that we may “sell” are as follows:
Category of Personal Information
Identifiers

Category of Third Parties Information is
“Sold” to
• Affiliates
• Donor Partners
• Data Analytics Providers
• Social Networks

Personal Information Categories Listed in the
California Custom Record Statute
Personal Classification Characteristics Under
California or Federal Law
Commercial information.
Biometric Information.
Internet or Other Similar Network Activity
Geolocation data. Physical location or
movements
Sensory Data
Professional or employment-related
information.
Non-public education information (per the
Family Educational Rights and Privacy Act).
Inferences drawn from other personal
information.

•
•
•
•
•
•
•
•
•

Affiliates
Donor Partners
Affiliates
Donor Partners
Not Sold
Not Sold
Data Analytics Providers
Social Networks
Not Sold

•
•

Not Sold
Not Sold

•

Not Sold

•

Not Sold

d. Your Rights
If you are a resident of the state of California, Virginia, or Colorado, you have the following
rights with respect to your personal information:
•

•
•
•
•
•

The right to know or request that we disclose what personal information of yours we
collect, use, disclose and sell, including:
o the categories and specific pieces of personal information we have collected about
you;
o the categories of sources from which we collected the personal information;
o the business or commercial purpose for which we collected the personal
information;
o the categories of third parties with whom we shared the personal information; and
o the categories of personal information about you that we disclosed for a business
purpose, and the categories of third parties to whom we disclosed that information
for a business purpose.
The right to request that we correct inaccuracies within the personal information we hold
about you.
The right to request that we delete personal information we have collected in certain
circumstances provided by law.
The right to opt-out of the “sale” of your personal information by us.
The right to obtain a copy of your personal information in a portable manner, if
technically feasible.
The right not to receive discriminatory or differentiated treatment by us because you
exercised any of these rights.

If you would like to exercise any of your rights, please email us at
privacy@huntsmanfoundation.org or call us at 1-801-584-5800. We cannot respond to your
request or provide you with personal information if we cannot verify your identity or authority to
make the request and confirm the personal information relates to you. When you submit a
request, we will verify your identity such as by verifying that the email address from which you
send the request matches your email address that we have on file. Authentication based on a
government-issued and valid identification document may be required. We will only use the
personal information you provide to verify your identity or authority to make the request on
behalf of someone else. If you wish to authorize a third party to make a request on your behalf,
you must provide a valid California power of attorney or comparable documentation of written
permission from you and verification of your identity. Such power of attorney must meet the
requirements of Probate Code sections 4000 to 4465.
We will respond to a verified request for personal information within 45 days of receipt. If we
require more time (up to 45 additional days), we will notify you of the reason and extension
period by email. Any disclosures we provide will only cover the 12-month period preceding the
verifiable request's receipt. The response will also explain the reasons we cannot comply with a
request, if applicable. We do not charge a fee to process or respond to your verifiable request
unless it is excessive, repetitive, or manifestly unfounded. If we determine that the request
warrants a fee, we will tell you why we made that decision and provide you with a cost estimate
before completing your request.
e. California “Shine the Light” Law
California residents additionally have the right to request information regarding third parties to
whom we have disclosed certain categories of personal information during the preceding year for
the third parties’ direct marketing purposes under California’s “Shine the Light” law (Cal. Civ.
Code §1798.83). Personal information under this California law means “any information that
when it was disclosed identified, described, or was able to be associated with an individual.” We
do not disclose this type of personal information to third parties for their direct marketing
purposes. However, if you are a California resident and would like to inquire further, please
email privacy@huntsmanfoundation.org.
6. Cookie Policy
Cookies are small text files that are stored in a computer’s browser directory. When you visit
our Services, we may collect personal information from you automatically through cookies or
similar tracking technologies (“cookies”). We also rely on partners to provide features of our
Services using data about your use of the Services.
a. How Do We Use Cookies?
We use cookies and similar tracking technologies for the following purposes:
•

Services Operations. Enabling features that are necessary for providing you the
Services, such as managing your login session, tracking content views, and remembering

your preferences in order to continually improve it and better serve the needs of our
users.
Security. Allowing us to maintain the security of our website and services by monitoring
IP addresses and indicators of fraudulent use and attacks.
Device recognition. Allowing us to update/upgrade our website and services by
monitoring type and version of device operating system.
Analytics. Allowing us to understand how our Services are being used, track site
performance, and make improvements.
Social Media. Enabling the sharing of content from our Services through social
networking and other sites. Facilitating account registration and login.

•
•
•
•

Specifically, for analytics providers, we use Google Analytics which is a web analytics service
offered by Google. Google Analytics uses the data collected to track and monitor the use of our
Services. Google Analytics shares this data with other Google services. Google may use the
collected data to contextualize and personalize the ads in its own advertising network.
We do not currently use technology that recognizes “do not track” signals from your web
browser.
b. Can I Opt-out?
You can opt-out of most cookies through your web browser’s settings, including by deleting or
disabling cookies. You cannot disable or opt-out of cookies that are necessary to provide you
with our Services. You can take a look at the help section of your web browser or follow the
links below to understand your options regarding cookies. If you choose to disable cookies,
some features of our Services may not operate as intended.
•
•
•
•

Chrome: https://support.google.com/chrome/answer/95647?hl=en
Explorer: https://support.google.com/chrome/answer/95647?hl=en
Safari: https://support.apple.com/guide/safari/manage-cookies-and-website-datasfri11471/mac
Firefox: https://support.mozilla.org/en-US/kb/cookies-information-websites-store-onyour-computer

To prevent Google Analytics from using your information for analytics, you may install the
Google Analytics Opt-out Browser Add-on available at
https://tools.google.com/dlpage/gaoptout. For more information on the privacy practices of
Google, please visit the Google Privacy & Terms web page at
https://policies.google.com/privacy.
If you register for an account using your Facebook account, you can control the information we
receive from Facebook by updating your privacy settings in your Facebook account. As a
website user, you can also ask us to delete the information we’ve received from Facebook by
contacting us at privacy@huntsmanfoundation.org. If you choose to delete such information,
some features of our Services, such as your ability to log into your account, may not operate as
intended.

7. Data Security and Retention
We have implemented measures intended to protect your personal information from accidental
loss and from unauthorized access, use, alteration, and disclosure. Your personal information is
only accessed by a limited number of personnel who need access to the information to perform
their duties. There is an inherent risk involved in interacting with organizations on the internet.
We cannot guarantee that the security measures we have in place to safeguard personal
information will never be defeated or fail, or that such measures will always be effective. If you
have reason to believe that your interaction with us is no longer secure (e.g., you feel that the
security of your account has been compromised), please contact us immediately.
We will retain your information for as long as your account is active or as needed for the
purposes set out in this Notice. Even after we stop providing Services directly or indirectly to
you, and even if you close your account, we may keep your personal information to comply with
our legal and reporting obligations. In all cases where we keep data, we do so in accordance
with any limitation periods and records retention obligations that are imposed by applicable law.
8. International Data Transfers
If you access our website or use our services from outside of the United States, it is necessary for
us to transfer your information to the United States to provide you with services. Since the data
protection laws of various countries differ, information transferred to the United States may not
be subject to the same level of protection as the country in which you reside. For example, in the
United States, officials, such as law enforcement, may be entitled to access your personal
information. We take measures to comply with applicable data protection laws related to such
transfer, and we rely on your consent to transfer data to the United States. To the extent you do
not consent to data transfers to the United States, please do not provide us with your personal
information or visit our website.
9. Use by Minors
The Services are not directed to minors, including those under the age of 16. If we learn we have
collected or received personal information from a minor under the age of 16, we will delete that
information. In some countries, we may impose higher age limits as required by applicable law.
If you believe we might have any information from a minor under the age of 16, please contact
us.
10. Third-Party Services
The Services may enable you to interact with other online services (each a “Third-Party
Service”). These Third-Party Services operate independently from us and may have privacy
practices that differ from ours. If you submit personal information to any Third-Party Services,
your information is governed by their privacy policies. We encourage you to read them
carefully. If any online service linked to our Services is not owned or controlled by us, or does
not claim to be covered by this Notice, we are not responsible for it and/or it is not covered by
this Notice.

Our website may include links to our affiliates or other third parties. These linked sites may have
personal information collection and use practices that differ from our practices. We encourage
you to review the privacy policies, statements, or notices of these sites to understand their
privacy practices before sharing information with them.
11. Changes to this Notice
We may amend this Notice from time-to-time. For material changes to this Notice, we will place
a prominent notice on this website and/or send an email notification of the change. The date this
Notice was last updated is at the top of this page. Any future revisions and their dates will also
be at the top of this page.
12. Contact Us
If you have any questions about this Notice or our information practices, please email us at
privacy@huntsmanfoundation.org or call us at 1-801-584-5800 or by mail at the address below:
Huntsman Cancer Foundation
Privacy Policy Information
500 Huntsman Way
Salt Lake City, UT 84108

